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1.  INTRODUCTION

The Defense Advanced Research Projects Agency (DARPA) Advanced Technology Office (ATO) is soliciting proposals under this BAA for an Internet Control Plane protocol (hereafter called the Control Plane Program).  There will be a Proposers’ Day Conference to further discuss Control Plane, answer questions, and encourage teaming among the Proposers to the extent practicable.  See section 1.2 below for details.
1.1. APPROACH
This BAA affords Proposers the choice of submitting proposals for the award of a Grant, Cooperative Agreement, Contract, Technology Investment Agreement, Other Transaction for Prototype, Agreements, or other such appropriate award instrument.  The type of procurement or assistance vehicle is subject to negotiations. 
Proposals may be submitted for any of the three following technical topic areas.  Proposers may not submit for more than one area.  
(1) End to end TCP/IP (Transmission Control Protocol and Internet Protocol) wide area network performance

(2) Red Teaming
(3) Testing and Evaluating technical solutions
1.2. PROPOSERS’ DAY CONFERENCE 

A Proposers’ Day Conference will be held on 4 February 2004 at the Executive Conference Center, One Virginia Square, Arlington, VA, beginning at 8:30 am, and anticipated to last until 4:30 pm.  The purpose of this Conference is to promote additional discussion on this topic, encourage teaming, and answer questions potential Proposers may have about Control Plane.  Please contact Marisa Riehn (Marisa_Riehn@sra.com) no later than 30 January 2004 if you plan to attend.  Please declare your citizenship in the e-mail.  Foreign nationals should complete and return a DARPA Foreign National Visitor Request (DARPA Form 60) not later than 29 January 2003 if they wish to attend the conference.  The DARPA Form 60 will be sent to you based on declaration of citizenship.  The Proposers’ Day is voluntary: attendance is not required to propose to this BAA.  The overview briefing and Questions & Answers will be available through the Control Plane website:  http://www.darpa.mil/ato/solicit/ControlPlane/index.htm.  

Additionally, attendees who would like to share information at the conference may submit a request to make a fifteen-minute presentation to discuss your capabilities and innovations related to this topic.  Please contact Marisa Riehn of SRA Inc., Adroit C4ISR Center (Marisa_Riehn@sra.com), to provide an overview of the material you wish to present.  All material that will be displayed at the conference must be screened in advance by the Program Manager for sensitive, but unclassified material.  Additionally, all material must be approved for release to the public by the funding organization (Government, corporate, etc.) prior to presentation.  The Control Plane Conference will be open to the public.

1.3. PROPOSERS

The Government encourages proposals from non-traditional defense contractors, nonprofit organizations, educational institutions, small businesses, small disadvantaged business concerns, Historically-Black Colleges and Universities (HBCU), Minority Institutions (MI), large businesses and Government laboratories.  Teaming arrangements between and among these groups are encouraged.  However, no portion of this BAA will be set aside for HBCU and MI participation due to the impracticality of reserving discrete or severable areas of research in the technologies sought.  Government/National laboratory proposals may be subject to applicable direct competition limitations, though certain Federally Funded Research and Development Centers are excepted per P.L. 103-337 § 217 and P.L 05-261 § 3136.  Any responsible and otherwise qualified Proposer is encouraged to respond.

1.4. PROGRAM SCOPE AND FUNDING


The Government anticipates awarding several comprehensive awards.  The Government desires to award the optimum combination of proposals, which offers the best overall value to the Government.  DARPA reserves the right to fund some, all, or none of the proposals submitted under this BAA.  Further, DARPA may choose to select for negotiation all of a Proposer’s proposal, or a selected portion thereof. 
	Technical Topic Area 1
	Improving End to End TCP/IP Wide Area Network Performance

	Base Effort (to Milestone 1)
	18 months after award

	Option 1 (to Milestone 2)
	30 months after award

	Option 2
	42 months after award


The program expects to award three to five contracts for comprehensive proposals addressing technology to improve end-to-end TCP/IP wide area network performance.  A single proposal for the base effort and both options is expected to cost between $3,000,000 and $4,500,000.  If new hardware fabrication is required, these costs may be raised to $4,000,000 and $6,000,000 respectively.  



	Technical Topic Area 2
	Red Teaming

	Base Effort (to Milestone 1)
	Same as Technical Topic Area 1

	Option 1 (to Milestone 2)
	Same as Technical Topic Area 1

	Option 2
	Same as Technical Topic Area 1


The program expects to award one contract for Red Teaming.  A single proposal for the base effort and both options is expected to cost between $800,000 and $1,700,000.  




	Technical Topic Area 3
	Testing and Evaluating technical solutions

	Base Effort (past Milestone 1)
	Same as Technical Topic Area 1

	Option 1 (past Milestone 2)
	Same as Technical Topic Area 1

	Option 2 (past final testing)
	Same as Technical Topic Area 1


The program expects to award one contract for Testing and Evaluating technical solutions.  A single proposal for the base effort and both options, to administer both DARPA test sites, is expected to cost between $2,000,000 and $2,700,000.  

The Control Plane program is expected to continue through FY 2008.  Proposers should propose a complete solution for the whole program (base effort and both options).  Tasks are not severable.  


1.5. PERIOD OF PERFORMANCE

While the earliest anticipated award is planned to occur in the second quarter of fiscal year 2004, the Government may select for funding any full proposal or portions of a proposal at any time.  The total period of performance for the effort will be 42 months, as follows:

Technical Topic Area 1 (Improving End to End TCP/IP wide area network performance) and Technical Topic Area 2 (Red Teaming)
· Base Effort:  Effective date of award through 18 months (Months 1-18)

· Option 1 Effort:  If exercised, will be from the completion of the Base Effort through 12 months thereafter (Months 19-30).

· Option 2 Effort.  If exercised, will be from the completion of the Option 1 Effort through 12 months thereafter (Months 31-42).

Technical Topic Area 3 (Testing and Evaluating technical solutions).  
· Base Effort:  Effective date of award through 20 months (Months 1-20)

· Option 1 Effort:  If exercised, will be from the completion of the Base Effort through 12 months thereafter (Months 21-32).

· Option 2 Effort.  If exercised, will be from the completion of the Option 1 Effort through 12 months thereafter (Months 33-44).

 The Government may incrementally fund any awards under this BAA. 
1.6. TECHNICAL SUPPORT

It is the intent of this office to use contractor support personnel in the administration of all submittals to this BAA.  The Government intends to use non-government employees and subcontractors to include, but not limited to, SRA International Inc. and the Schafer Corporation of Fairfax, Virginia to assist in administration and if needed, provide technical expertise on portions of the proposals.  These personnel will have signed and be subject to the terms and conditions of non-disclosure agreements.  By submission of its proposal, a Proposer agrees that its proposal information may be disclosed to employees of these organizations for the limited purpose stated above.  If you do not send notice of objection to this arrangement, the Government will assume you consent to use the subject personnel in review of your submittal(s) under this BAA.  Only Government evaluators will make technical evaluations and award determinations under this BAA. 

1.7. INSTRUCTIONS AND POINTS OF CONTACT

Technical questions pertaining to this BAA may be submitted to DARPA at the following e-mail address: BAA04-11@darpa.mil.  DARPA may post updates to questions or comments periodically to the solicitation website: http://www.darpa.mil/ato/solicit/ControlPlane/index.htm
For Contractual questions, please contact the following:

DARPA/CMO

Anthony E. Cicala, Contracting Officer

3701 North Fairfax Drive

Arlington, VA  22203-1714
Email:  acicala@darpa.mil

2.  OVERVIEW OF TECHNICAL TOPIC AREAS FOR THE CONTROL PLANE PROGRAM
2.1. IMPROVING END TO END TCP/IP WIDE AREA NETWORK PERFORMANCE TOPIC AREA 
An essential part of Joint Vision 2020 and the Defense Department’s Global Information Grid Bandwidth Expansion (GIGBE) is the ability for forward deployed combat, combat support, and combat service support units to receive the information and raw data they need from Continental United States (CONUS) support bases.  The communications paths between the forward deployed units and the CONUS supporting base are often well below that of normal commercial Internet service in the United States or Europe.  

Standard Transmission Control Protocol (TCP) does not work well if the packet loss rate exceeds one percent (1%).  Packet loss rates over tactical network links to high-level units (brigade/regiment and above) are normally higher than one percent.  Typical tactical microwave and satellite links have packet loss rates between 5% and 20%, with some occasionally reaching 30%.  Connecting tactical computers with CONUS support bases using normal TCP/Internet Protocol (IP) causes retransmissions and error messages to consume a high percentage of the available bandwidth; including satellite systems in the link only exacerbates the problem.  The result is a much less efficient use of bandwidth than normally occurs on commercial paths.  

A possible solution is to develop a special Defense Department protocol.  However, CONUS support base computers must interact with both forward deployed units and a range of other systems, often on the Internet; developing and implementing a special military network protocol is problematic because it would need to run in addition to TCP/IP.  The wide spread use of inexpensive computers using TCP/IP in both the CONUS support base and tactical field units makes a special protocol impossible.  Hence, this is not option.  

Recent research and protocol modifications such as Explicit Congestion Control provide little relief because they focus on flow control and recovery from packet losses caused by path congestion on high-quality and high-speed systems.  Path congestion is usually not the culprit for the high packet losses in military tactical systems.  These losses normally stem from small tactical antennas, poorly aligned antennas (e.g., antennas on rolling ships), and the rough environment the systems operate in.  The relatively long round trip times found on deployed tactical systems in overseas locations complicates the problem.  

A host using TCP/IP today has no knowledge of the network path between itself and another device on another network.  The host can seize the local transmission media and transmit.  The recipient normally receives these transmissions.  Any network congestion problems this behavior causes are passed back to the original sender—normally—so it can adjust its transmission rate.  

If a host could learn or infer various infrastructure characteristics (e.g., maximum transmission unit size, link speed, packet loss rate, delay, etc.), transmissions would be more efficient than today’s protocols.  Similarly, if a host can discover the characteristics of the path between itself and another host, if multiple paths are available, it should be able to choose the path that most suits its needs, be they high bandwidth, low packet loss, or low delay.

The purpose of the Control Plane Program is improving end-to-end TCP/IP wide-area network performance between the CONUS operating base and forward deployed tactical units.  The technology the program seeks to develop is the ability of individual hosts (end-points) to learn essential characteristics about the network path between themselves and their transmission partners.  This allows the hosts to “shape” the traffic they generate so it can pass through the network with the minimum amount of additional network load possible (e.g., minimizing retransmissions, reducing fragmentation). To shape their traffic correctly dynamically the hosts must become aware of the wide-area network’s state.  Additionally, if multiple network paths are available, a host should be able to choose the path that best meets its requirements.

The heart of the Control Plane program is to develop technology for computers (i.e., individual hosts) to learn about the wide-area network’s infrastructure characteristics and state.  Solutions range from hosts querying the infrastructure devices along network path for information to having monolithic monitors that know the network’s state to having multiple hosts work together to infer the network’s characteristics and current state.  (Note: These three solution examples are neither exhaustive nor flawless; they are merely examples.)  Exactly how this problem is solved is left to the performer/Proposer.  

The developed system must include learning about the path’s basic characteristics (e.g., speed, MTU, delay).  Being able to gather more information from individual infrastructure pieces and the links between them within an extensible framework is desirable.  The ability to apply these learning mechanisms to multiple network paths between two points is required.  

The developed system must also effectively deal with the problem of multi-homing and path diversity.  Multiple connections and paths with different qualities will be available on most systems; given multiple paths, the developed system must correctly choose the path that best allows it to pass its traffic.  Ideally, the developed system will use multiple paths simultaneously to improve throughput or reliability.
2.2 RED TEAMING TOPIC AREA
In addition to being a primary performer, Proposers may submit proposals for work in the areas of “Red Teaming,” administering the DARPA test sites on Planet-Lab, and conducting basic measurements and studies of Border Gateway Protocol behavior on wide area networks.  

One Red Team Proposer may be selected to provide support to all the technical performers in the Control Plane program.  Red Team support will consist of code examinations and live vulnerability testing.  These tests will occur at least once every program phase.  The Red Team will provide both DARPA and the technical performer complete reports of vulnerabilities, recommended ways to prevent the vulnerabilities, and any potential consequences of the vulnerabilities.  All Red Team vulnerability reports will be completed at least four weeks before any scheduled performance testing.  The Red Team will not be required to provide the technical performers any attack or exploitation code; attack or exploitation code may be provided if the Red Team chooses to do so.  A Red Team Proposer may not also be a technical Proposer on the Control Plane program.

2.3 TESTING AND EVALUATING TECHNICAL SOLUTIONS TOPIC AREA
One Proposer may be selected to establish and administer the two DARPA test sites.  These sites will meet the required standards for connectivity mentioned earlier in this BAA within two months of receiving contract funds.  The Proposers will work with DARPA and contracting agents to determine the best equipment to lease/purchase to simulate the military transmission conditions discussed in Section 2.3.2.  The test Proposer(s) will develop and administer the performance tests for the technical performers.  The test Proposer(s) will analyze all data collected during the tests and provide the Government a report after both Milestone 1 and Milestone 2.  The test Proposer(s) will also be required to support the Cost Analysts in collecting the data they require for their cost analysis.  Having one of the two test sites in the Washington, D.C. metropolitan area is preferred.  A test site administrator Proposer may not also be a technical Proposer on the Control Plane program.


2.4  HOW TECHNICAL SOLUTIONS WILL BE TESTED AND EVALUATED 
Testing on the Control Plane program consists of both technical testing and cost evaluation.  

2.4.1. Cost Evaluations
An independent cost analyst will do the cost evaluations.  The cost evaluation team will intermittently visit all performers to learn how they do the technical work.  When formal technical tests are conducted, the independent cost analysts will be present to collect data on changes required in hardware, software, and training to install the solution.  Based upon this information, the independent cost analysts will provide an analysis of how easily a solution may be implemented across the Defense Department and what that implementation cost will be.  The specific metric for success in the program will be the cost to change and maintain the DARPA test/control installations.  The program’s goal is to provide the Control Plane’s capabilities and not increase either infrastructure or host costs by more than 10%.  

2.4.2 Technical Evaluations
The Control Plane program will make extensive use of the existing Planet Lab research and testing network.  All Proposers selected to participate in the Control Plane program will be required to join the Planet Lab network within two months of joining the program (see www.planet-lab.org for details of how to do this and the minimum required hardware and network configuration).  

Every performer will be required to connect to Planet Lab through at least three different network connections that have path and network addressing diversity.  

DARPA will separately fund two testing facilities.  These testing facilities will have the same network diversity requirements as the performers.  Tests will be conducted on the Planet Lab network and the results will be measured at one or both of the DARPA controlled facilities.  

Testing will consist of test batteries for every performer that last three to six days.  The tests will simulate military network conditions.  At a minimum, performer’s systems will be tested under the following path conditions:

· Packet loss rates of 0% to 30%

· Path delay rates of 100 milliseconds to 5 seconds (fixed for the length of a specific test within the test battery)

· Connectivity (link) losses of 10-30 seconds every 5-30 minutes

Specific tests to be conducted are:

Pulse Test (Milestone One) 

· Transmit large amounts of data to one machine—pulse test

· Multiple “senders,” preferably over ten (10)

· National Geospatial-Intelligence Agency (NGIA, formerly known as the National Imagery and Mapping Agency) data set (30-300GB), encrypted and unencrypted

· Test with and without Control Plane improvements

· Test throughput on both DARPA sites

· Measure useful data received

Straight Connectivity Test

· Transfer many files of sizes varying from 10KB to 1GB, 10+ GB total

· “Pull” test—initiated from a DARPA test site

· Measure with and without Control Plane improvements

· Measure with and without multiple connections

· NGIA data set, encrypted and unencrypted

Milestone Two

· Repeat Milestone One tests for improvements

· Connect to, test, and document improvement with theater level deployable communications equipment.  Possible field tests sites include (but are not limited to): 

· U.S. Pacific Command (PACOM) MSQ-126

· Joint Communications Support Element 

· Defense Information Systems Agency Sites
Final Field Testing

· With Army Brigade/Division or Marine Regimental/Divisional Command Posts. 
2.5. GO/NO-GO CRITERIA

In order for the Government to evaluate the effectiveness of a Proposer’s proposed solution in achieving the stated program objectives, Proposers should note that the Government hereby promulgates the following Go/No-Go Decision Criteria points that may serve as the basis for determining whether satisfactory progress is being made to warrant continued funding of the program.  Although the following Go/No-Go decision criteria are specified, Proposers should note that the Government has identified these goals with the intention of bounding the scope of effort, while affording the maximum flexibility, creativity, and innovation in proposing solutions to the stated problem. 

Proposals should cite the quantitative and qualitative success criteria that the proposed effort will achieve by the first Go/No Go event, Milestone 1.  

Proposers may bid different Go/No Go criteria if the ones indicated below are not representative of the proposed approach.  The Government reserves the right to accept or decline the proposed Go/No Go during source selection and contract negotiations.  
Technical Topic Area 1 (Control Plane Technical Performers)
	Go /No-Go Metric
	Milestone 1
	Milestone 2
	End of Program Goal

	Due Date
	18 months after award
	30 months after award
	42 months after award

	End-to-end throughput improvement
	3x
	6x
	10x

	Improvement costs over baseline
	+30%
	+20%
	+10%


Table 1.  Go / No-Go Criteria
Technical Topic Area 2 (Red Teaming)
	Go /No-Go Metric
	Milestone 1
	Milestone 2
	End of Program Goal

	Vulnerability Report Due Date by Technical Performer from Technical Topic Area 1 above
	30 days prior to testing
	30 days prior to testing
	30 days prior to testing

	
	
	
	

	
	
	
	


Table 2.  Go / No-Go Criteria
Technical Topic Area 3 (Test and Evaluation)

	Contract
	Go /No-Go Metric
	Due Date

	Base Contract
	Two test sites established with full three-way connectivity
	60 days after contract award

	Base Contract
	Detailed Milestone 1 test plan developed and provided to DARPA Program Manager
	Eight (8) months after contract award

	Base Contract
	Test data acquired from NGIA or other appropriate agency
	Twelve (12) months after contract award

	Base Contract
	Baseline performance tests completed
	Fifteen (15) months after contract award

	Base Contract
	Milestone 1 performance reports provided to DARPA Program Manager
	Six weeks after Milestone 1 test completion

	Option 1
	Detailed Milestone 2 test plan developed and provided to DARPA Program Manager
	Twenty-two months after contract award

	Option 1
	Testing coordination finalized with field testing sites
	Two months prior to Milestone 2 testing

	Option 1
	Milestone 2 performance reports provided to DARPA Program Manager
	Six weeks after Milestone 2 test completion

	Option 2
	Detailed Final Field Testing plan developed and provided to DARPA Program Manager
	Five (5) months before testing

	Option 2
	Testing coordination finalized with field testing sites
	Two months prior to testing

	Option 2
	Detailed Final Field Testing performance reports provided to DARPA Program Manager
	Six weeks after final test completion


Table 3.  Go / No-Go Criteria

2.6 




KEY PERSONNEL
Proposals submitted under the Control Plane BAA must identify which people the performer considers “key personnel.”  If no personnel are “key,” the Proposer must explicitly state this in the proposal.  For anyone designated as a “key personnel,” Proposers will indicate either the percentage of time or the number of hours per week or month these “key personnel” plan to work on the Control Plane program.  The amount of time that each key person works on the Control Plane program will be required information in the quarterly reports and will be auditable. Changes in these “key personnel” under any circumstances is subject to Government approval.  


2.7 DATA RIGHTS
It is the intention of the government that any contract awarded under this BAA will include the standard DOD FAR and DFARS clauses pertaining to intellectual property. Other arrangements on intellectual property may be negotiated under alternative non-contract agreements.

The above statements notwithstanding, it is the objective of this program to develop an advanced communications technology, provide sufficient prototype units for preliminary evaluations with military units, and further to establish a means for the subsequent acquisition of units through standard DOD processes. If the product of the proposed effort constitutes a manufacturable item, Proposers must identify their willingness, capability, and intent to manufacture or have manufactured the resulting item. In the event that the Proposer is unwilling or unable to manufacture or have manufactured the product of the proposed effort, the Proposer shall specify terms under which all the necessary intellectual property and “know-how” will be made available to other qualified manufacturing entities for subsequent manufacture of items for government use. 
The Proposer will provide a detailed transition plan for a successful Control Plane product within their proposal.  Ideally, the transition plan will not require any additional effort from the Defense Department or United States Government after the end of the contract.  The transition plan will include expected timelines for manufacturing or licensing and sales.  

Proposers indicating their intent to manufacture or have manufactured the product results of the proposed effort should further identify: (1) previous experience in manufacturing or licensing products, (2) supporting commercial business areas, (3) additional capital required, if any, to establish the manufacturing base, and (4) non-Defense Department sources of that capital.

A specific technology transition approach is required for your proposal to be considered for evaluation, and will also be included in any subsequent contractual arrangement.  The future availability of a successfully developed technology, as evidenced by the Proposer’s approach to technology transition, is one of the evaluation metrics. Any proposal that does not include a discussion of the specific technology transition approach will be found non-responsive and will not be evaluated.
The only exception to providing a full transition plan as described above is if the Proposer explicitly states in their proposal and all subsequent contracts that their intent is to freely provide all inventions, intellectual property, patents, technical data, and computer software developed under the program without any license to anyone.








3.  GENERAL INFORMATION 

3.1. ELIGIBILITY 

This BAA solicits proposals from all interested and qualified sources.  Foreign participants and/or individuals may participate to the extent that such participants comply with any necessary Non-Disclosure Agreements, Security Regulations, Export Laws, and other governing statutes applicable under the circumstances. 

3.2. LIMITATIONS ON OTHER TRANSACTION FOR PROTOTYPE AUTHORITY

Proposers are advised that an Other Transaction for Prototype will only be awarded if there is:

1. At least one nontraditional defense contractor participating to a significant extent in the prototype project, or
2. No nontraditional defense contractor is participating to a significant extent in the prototype project, but at least one of the following circumstances exists:

a. At least one third of the total cost of the prototype project is to be paid out of funds provided by the parties to the transaction other than the federal Government.  The cost share should generally consist of labor, materials, equipment, and facilities costs (including allocable indirect costs).

b. Exceptional circumstances justify the use of a transaction that provides for innovative business arrangements or structures that would not be feasible or appropriate under a procurement contract.

Although use of one of these options is required to use an Other Transaction for Prototype agreement as the procurement vehicle, no single option is encouraged or desired over the others. 
NOTE:  For purposes of determining whether or not a participant may be classified as a nontraditional defense contractor and whether or not such participation is determined to be participating to a significant extent in the prototype project, the following definitions are applicable:

“Nontraditional defense contractor” means a business unit that has not, for a period of at least one year prior to the date of the OT agreement, entered into or performed on:

1. any contract that is subject to full coverage under the cost accounting standards prescribed pursuant to section 26 of the Office of Federal Procurement Policy Act (41 U.S.C. 422) and the regulations implementing such section; or 

2. any other contract in excess of $500,000 to carry out prototype projects or to perform basic, applied, or advanced research projects for a Federal agency that is subject to the Federal Acquisition Regulation

“Participating to a significant extent in the prototype project” means that the nontraditional defense contractor is supplying a new key technology or product, is accomplishing a significant amount of the effort wherein the role played is more than a nominal or token role in the research effort, or in some other way plays a significant part in causing a material reduction in the cost or schedule of the effort or an increase in performance of the prototype in question.

NOTE:  Proposers are cautioned that if they are classified as a traditional defense contractor, and propose the use of an OT for Prototype Agreement, the Government will require submittal of both a cost proposal under the guidelines of the FAR/DFARS, and a cost proposal under the proposed OT for Prototype Agreement, so that an evaluation may be made with respect to the cost tradeoffs applicable under both situations.  The Government reserves the right to negotiate either a FAR based procurement contract, or Other Transaction for Prototype Agreement as it deems is warranted under the circumstances.

3.3. PROCUREMENT INTEGRITY, STANDARDS OF CONDUCT, ETHICAL CONSIDERATIONS 

Certain post-employment restrictions on former federal officers and employees may exist, including special Government employees (Section 207 of Title 18, United States Code).  If a prospective Proposer believes that a conflict of interest exists, the situation should be raised to the DARPA Contracting Officer specified in Section 1.7 before time and effort are expended in preparing a proposal.  All Proposers and proposed sub-contractors must therefore affirm whether they are providing scientific, engineering, and technical assistance (SETA) or similar support to any DARPA technical office(s) through an active contract or subcontract.  All affirmations must state which office(s) the Proposer supports and identify the prime contract numbers.  Affirmations shall be furnished at the time of proposal submission.  All facts relevant to the existence or potential existence of organizational conflicts of interest (FAR 9.5.) must be disclosed.  The disclosure shall include a description of the action the Proposer has taken or proposes to take to avoid, neutralize, or mitigate such conflict. 
3.4. SUBMISSION HANDLING/RIGHTS IN TECHNICAL DATA AND COMPUTER SOFTWARE/PATENT RIGHTS - GENERAL 

3.4.1. Noncommercial Items: (Technical Data and Computer Software)

Proposers responding to this BAA shall identify all noncommercial technical data, and noncommercial computer software that it plans to generate, develop, and/or deliver under any proposed award instrument in which the Government will acquire less than unlimited rights, and to assert specific restrictions on those deliverables.  Proposers shall follow the format under DFARS 252.227-7017 for this stated purpose.  In the event that Proposers do not submit the list, the Government will assume that it automatically has “unlimited rights” to all software the Proposer has produced under this contract.  The Government may use the list during the source selection evaluation process to evaluate the impact of any identified restrictions, and may request additional information from the Proposer, as may be necessary, to evaluate the Proposer’s assertions.  If no restrictions are intended, then the Proposer should state “NONE.”

A sample list for complying with this request is as follows:

	NONCOMMERCIAL

	Technical Data Computer Software To be Furnished With Restrictions
	Basis for Assertion


	Asserted Rights Category


	Name of Person Asserting Restrictions



	(LIST)
	(LIST)
	(LIST)
	(LIST)


Table 4.  Noncommercial Items Rights

3.4.2 Commercial Items:  (Technical Data and Computer Software)

Proposers responding to this BAA shall identify all commercial technical data, and commercial computer software that may be embedded in any noncommercial deliverables contemplated under the research effort, along with any applicable restrictions on the Government’s use of such commercial technical data and/or commercial computer software.  In the event that Proposers do not submit the list, the Government will assume that there are no restrictions on the Government’s use of such commercial items.  The Government may use the list during the source selection evaluation process to evaluate the impact of any identified restrictions, and may request additional information from the Proposer, as may be necessary, to evaluate the Proposer’s assertions.  If no restrictions are intended, then the Proposer should state “NONE.”

A sample list for complying with this request is as follows:

	COMMERCIAL

	Technical Data Computer Software To be Furnished With Restrictions
	Basis for Assertion


	Asserted Rights Category


	Name of Person Asserting Restrictions



	(LIST)
	(LIST)
	(LIST)
	(LIST)


Table 5.  Commercial Items Rights


3.4.3. Specifically Negotiated License Rights (SNLR) Or Special License Agreements

In the event that any Proposer submits a list of commercial technical data and/or commercial software items that may be embedded in any noncommercial deliverables contemplated under the research effort, and such items are to be included with restrictions on the Government’s use of such items, the Proposer hereby agrees to negotiate, as may be necessary, any Specifically Negotiated License Rights (SNLR), or other such Special License Agreement, or Special Licensing Arrangements that may be appropriate under the circumstances prior to award of any FAR based procurement contract, Technology Investment Agreement, Other Transaction for Prototype, or such other appropriate award instrument, that will sufficiently protect the Government’s interest and the Proposer’s interest

3.4.4. Background Inventions

Proposers responding to this BAA shall identify any and all “background inventions” that may be incorporated into any technical data product or computer software item generated, developed, and/or delivered under any proposed award instrument, and to assert specific restrictions on the Government’s use of such background inventions.  At a minimum, Proposers will submit a list of background inventions that identify the following:

1) the U.S. patent or patent application covering the invention, with clear and convincing evidence indicating that such invention(s) was/were made exclusively at private expense

2) the proposed deliverables that incorporate the invention(s)

3) information pertaining to the license rights that the Proposer is willing to grant the Government for the background invention(s)

For purposes of this paragraph, the following definitions are provided:

“Subject Invention” means any invention by any participant that is first conceived or first actually reduced to practice in the performance of the work effort that serves as the bases for an award between the parties.

“Background Invention” means any invention – other than a subject invention – by any participant, that is owned or licensed by the participant, made exclusively at private expense, and that will be incorporated into any deliverables contemplated under the award instrument.

“Made exclusively at private expense” means that the Intellectual Property in question was conceived or first reduced to practice under a non-Government award instrument, and/or the costs associated with such Intellectual Property were charged to indirect cost pools not allocated to any Government contract or effort.

NOTE:  If no background inventions are to be incorporated into any contemplated deliverables to be generated, developed, and/or delivered under any proposed award instrument, then the Proposer should state “NONE.”

3.4.5 Other Proprietary Information
Proposers responding to this BAA shall identify any other form of Intellectual Property that may not be covered in any of the other previously mentioned lists that may be used in the generation, development, and/or delivery of any of the deliverables proposed under this BAA, and that may in any way restrict the Government’s use of such deliverable items.  Such information may include trade secrets or copyrighted information that does not meet the definition of “technical data” or “computer software.”  These deliverables may qualify as “special works” or “existing works,” or they may be some other form of company-proprietary information, such as financial, cost, business, or marketing information.

NOTE:  If no other type(s) of proprietary information is to be incorporated into any contemplated deliverables to be generated, developed, and/or delivered under any proposed award instrument, then the Proposer should state “NONE.”  

3.5. REPORT REQUIREMENTS  

The number and types of reports will be specified in the award document, however, it is anticipated that quarterly update reports will be required.  The reports shall be prepared and submitted in accordance with the procedures contained in the award document and mutually agreed on before award.  A Final Report that summarizes the project and tasks will be required at the conclusion of the performance period for the award, notwithstanding the fact that the research may be continued under a follow-on vehicle. 

3.6. REQUIRED REVIEW AND INTERCHANGE MEETINGS

Awardees under this BAA will be required to present an overview of their proposed work at a Program Kick-off Meeting, which is expected to be held in Arlington, Virginia.  In addition, attendance at biannual program review meeting will be required.  All key personnel will attend the biannual program review meetings.  The biannual program review meetings will be held at either Arlington, Virginia, or the awardee’s site.  Additionally, the awardees will be required to install their product at any test site.  Awardees are strongly encouraged to be present during any performance or technical tests.
3.7. SUBCONTRACTING  

Pursuant to Section 8(d) of the Small Business Act (15 U.S.C. 637(d)), it is the policy of the Government to enable small business and small disadvantaged business concerns to be considered fairly as subcontractors to contractors performing work or rendering services as prime contractors or subcontractors under Government contracts, and to assure that prime contractors and subcontractors carry out this policy.  Each Proposer who submits a contract proposal and includes subcontractors is required to submit a subcontracting plan IAW FAR 19.702(a) (1) and (2) should do so with their proposal.  The plan format is outlined in FAR 19.704.  

4.  PROPOSAL PREPARATION 

4.1. GENERAL GUIDANCE 

All proposals submitted must follow the instructions in this Proposer Information Pamphlet (PIP) and include only the information requested to avoid delays in evaluation or disqualification.  It is anticipated that within 30 days of completing the evaluation, Proposers will be notified that: 1) its proposal has been accepted for negotiation, or 2) its proposal has not been accepted.  Proposals not accepted will be destroyed; however, one copy of non-accepted proposals will be retained and filed.

4.1.1. Restrictive Markings on Proposals 

All proposals should clearly indicate limitations on the disclosure of their contents.  Further, Proposers should mark the specific information that requires limited disclosure, vice marking the entire document for limited disclosures.  Those sections should be marked as "Proprietary" or words to that effect.  Markings like "Company Confidential" or other phrases that may be confused with national security classifications shall be avoided.  Typical phrases used to indicate the proprietary nature of submitted documentation includes the following: “SOURCE SELECTION INFORMATION – See FAR 3.104”.
4.1.2. Confidentiality

It is the policy of DARPA to treat all proposals as competitive information and to disclose their contents only for the purpose of evaluation.  No proposals will be returned.  The original of each proposal received will be retained at DARPA and all other copies destroyed. 

4.1.3. Submission Timelines

This BAA shall remain open for one (1) year from the date of publication in www.fedbizopps.gov and www.fedgrants.gov..  Although the Government may select proposals for award at any time during this period, it is anticipated that the majority of funding for this program will be committed during the First Selections as stipulated on the first page of this Proposer Information Pamphlet (PIP.) Proposers may submit a full proposal in accordance with the instruction provided herein at any time up to the proposal due date.
All submitted proposals will be reviewed.  In order to be considered during the initial round of funding, proposals must be submitted to DARPA, 3701 North Fairfax Drive, Arlington, VA 22203-1714 (Attn.: BAA04-11) on or before 12:00 Noon local time 9 March 2004.  Full proposals submitted after the due date for first selections as specified herein may be selected contingent upon the availability of funds.  As already stated, however, it is anticipated that the majority of available funds for this program will be committed during the initial round.

Proposals submitted under this BAA may be either mailed or hand-delivered. 

Mailing address:
DARPA

ATTN: BAA04-11
3701 North Fairfax Drive

Arlington, VA 22203-1714 

For hand deliveries, the courier shall deliver the package to the DARPA Visitor Control Center at the address specified above.  The outer package, as well as the cover page of the proposal, must be marked “Control Plane BAA04-11.”  Facsimile submissions will be disregarded. 
4.1.4. Formatting Characteristics

All proposals must be in the following format—nonconforming proposals may be rejected without further review.  Proposals must be on single-sided pages, written in English, with fonts no smaller than 12 point and with 1-inch margins (left, right, top, and bottom) in each page.  A page is defined as being no larger than 8.5” by 11.0”.  (Accordion-style foldouts will be counted as multiple pages equivalent to the expanded size.)  Paper copies of proposals should be stapled or submitted in loose-leaf binder, not bound. 

4.2. PROPOSAL FORMAT
Proposals shall consist of two volumes.  Volume I, Technical and Management Proposal, may include an attached bibliography of relevant technical papers or research notes (published and unpublished), which document the technical ideas and approach upon which the proposal is based.  Copies of not more than three (3) relevant papers may be included with the submission.  The bibliography and attached papers (in Section III of Volume I) are not included in the page counts given below.  The submission of other supporting materials along with the proposal is strongly discouraged and will not be considered for review.  Sections I and II of Volume I shall not exceed 40 pages.  The page limitation for proposals includes all figures, tables, and charts.  Restrictions on the page length of any specific section are shown in braces {} below.  All pages that exceed the maximum page limit specified may be removed and not be reviewed or considered in evaluation.    

Total effort, including options, shall terminate in FY 2008.  In order that ATO may have programmatic and procurement flexibility, all Proposers must segment their cost and technical proposals into two major events:

	Effort
	Time
	Culminating Event

	Base
	18 months after award 

(Months 0-18)
	Milestone 1 tests

	Option 1
	30 months after award

(Months 19-30)
	Milestone 2 tests

	Option 2
	42 months after award

(Months 31-42)
	Field tests


Table 6.  Proposal Segments by Culminating Events
Proposers must submit:

· one (1) original of the full proposal and

· three (3) copies of the full proposal and 

· one (1) electronic copy  of the full proposal 

· Electronic copies must be on either a single 3.5 inch High Density MS-DOS formatted 1.44 Megabyte (MB) diskette, a single 100 MB Iomega Zip (registered) disk, or a CD-ROM.  

· Each disk must be clearly labeled with BAA04-11, Proposer organization, and proposal title (short title recommended). 

· Electronic copies of the proposal must be in MS-Word readable application.  Cost proposals spreadsheets should be submitted in an MS Excel-readable format.  

· Exceptions: The three relevant papers included in Volume I, Section III may be in .pdf format.  No other items may be submitted in .pdf format.  

4.2.1. Volume I, Technical and Management Proposal

4.2.1.1 Section I. Administrative

1. {1} Cover sheet to include:  

a. BAA number (BAA04-11)

b. Lead Organization Submitting proposal

c. Type of business, selected among the following categories: "LARGE BUSINESS," "SMALL DISADVANTAGED BUSINESS," "OTHER SMALL BUSINESS," "HBCU," "MI," "OTHER EDUCATIONAL,” or "OTHER NONPROFIT"

d. Contractor’s reference number (if any)

e. Other team members (if applicable) and type of business for each

f. Proposal title

g. Technical point of contact to include: salutation, last name, first name, street address, city, state, zip code, telephone, fax (if available), electronic mail (if available)

h. Administrative point of contact to include: salutation, last name, first name, street address, city, state, zip code, telephone, fax (if available), electronic mail (if available)

i. Funds requested from DARPA for the Base Effort, each option and the total proposed cost; and the amount of cost share (if any)

j. Date proposal was prepared.

2. {1} Official transmittal letter.

3. {No page limit} Table of Contents.  The Table of Contents should be keyed to the page numbers of the proposal sections.

4. {1} A one slide summary of the proposal in PowerPoint that quickly and succinctly indicates the main objective, key innovations, expected impact, and other unique aspects of the proposal.

4.2.1.2. Section II.  Detailed Proposal Information: 

This section provides the detailed discussion of the proposed work necessary to enable an in-depth review of the specific technical and managerial issues.  Specific attention must be given to addressing both risk and payoff of the proposed work that make it desirable to DARPA.   

1. {1} Executive Summary of the proposal:  This section should succinctly describe the uniqueness and benefits of the proposed approach relative to the current state-of-art and alternate approaches.  Define the problem/challenge that this innovative claim will address and the effort’s technical goals.  Explain how this proposal addresses this problem differently than current approaches and the significant gains due to its uniqueness.

2. {5} Innovative claims for the proposed research.  This section is the centerpiece of the proposal.  It should succinctly describe the uniqueness and benefits of the proposed approach relative to current state-of-the-art and alternate approaches.

3. {3} Deliverables associated with the proposed research and the plans and capability to accomplish technology transition and commercialization will clearly address how the proposed effort will meet the goals of the program.  Description of the results, products, transferable technology, and expected technology transfer path.  Include in this section all proprietary claims to results, prototypes, intellectual property, or systems supporting and/or necessary for the use of the re-search, results, and/or prototype.  If there are no proprietary claims, this should be stated.

4. {3} Statement of Work (SOW) written in plain English, outlining the scope of the effort and citing specific tasks to be performed and specific contractor requirements.

5. {1} Cost, schedule and milestones for the proposed research, including estimates of cost for each task in each year of the effort, for each phase, and total cost and company cost share.

6. {12} Detailed technical rationale, technical approach, and constructive plan for accomplishment of technical goals in support of innovative claims and deliverable production.  Emphasis should be placed on the technical value of the development and experimentation.  This section should clearly explain: What you are proposing (and how it works); why you are proposing this approach; why you believe it may be done now; and the importance or affect if successful (who will care and why).  

7. {4} Comparison with other ongoing research indicating advantages and disadvantages of the proposed effort. 

8. {3} Discussion of Proposer’s previous accomplishments and work in this or closely related research areas.

9. {2} Description of the facilities that would be used for the proposed effort.  If conducted with operational forces, what agreements/coordination has been made or will be required to meet this requirement.

10. {3} Formal teaming agreements that are required to execute this program and a brief synopsis of all key personnel.  A clearly defined organization chart for the program team that includes, as applicable the: 

a. programmatic relationship of team members; 

b. unique capabilities of team members; 

c. task responsibilities of team members; 

d. teaming strategy among the team members; and

e. key personnel along with the amount of effort to be expended by each person during each year.

4.2.1.3. Section III. Additional Information 

A brief bibliography of relevant technical papers and research notes (published and unpublished) which document the technical ideas upon which the proposal is based.  Copies of not more than three (3) relevant papers may be included in the submission.
4.2.2. Volume II, Cost Proposal – {No page limit}
1. A cover sheet to include:  

a. Name and address of Proposer (include zip code); 

b. Name, title, and telephone number of Proposer’s point of contact; 

c. Award instrument requested: cost-plus-fixed-fee (CPFF), cost-contract--no fee, cost sharing contract--no fee, or other type of procurement contract (specify), grant, agreement, or other award instrument; 

d. Place(s) and period(s) of performance; 

e. Funds requested from DARPA for the Base Effort, each option and the total proposed cost; and the amount of cost share (if any);

f. Name, mailing address, telephone number and Point of Contact of the Proposers cognizant government administration office (i.e., Office of Naval Research/Defense Contract Management Agency (DCMA)) (if known); 

g. Name, mailing address, telephone number, and Point of Contact of the Proposer’s cognizant Defense Contract Audit Agency (DCAA) audit office (if known); 

h. Any Forward Pricing Rate Agreement, other such Approved Rate Information, or such other documentation that may assist in expediting negotiations (if available); 

i. Contractor and Government Entity (CAGE) Code, 

j. Dun and Bradstreet (DUN) Number;

k. North American Industrial Classification System (NAICS) Number [NOTE:  This was formerly the Standard Industrial Classification (SIC) Number]; and,

l. Taxpayer Identification Number (TIN).

m. All subcontractor proposal backup documentation to include items a. through l. above, as is applicable and available).

2. Detailed cost breakdown to include:  

a. Total program cost broken down by government fiscal year (GFY) [Note:  Government Fiscal Year runs from October 1st to September 30th] and Base and Options; further broken down by major cost items (direct labor, subcontracts, materials, travel, other direct costs, overhead charges, etc.).  See table below for an example format; 

b. Costs of major program tasks by year and month; (See example)

c. An itemization of major subcontracts (labor, travel, materials and other direct costs) and equipment purchases; 

d. A summary of projected funding requirements by month; and 

e. The source, nature, and amount of any industry cost sharing, if applicable.  Where the effort consists of multiple phases that could reasonably be partitioned for purposes of funding, these should be identified as options with separate cost estimates for each.

3. Supporting cost and pricing information in sufficient detail to substantiate the summary cost estimates above.  Include a description of the method used to estimate costs and supporting documentation.  Provide the basis of estimate for all proposed labor rates, indirect costs, overhead costs, other direct costs and materials, as applicable.  

EXAMPLE
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Table 7.  Example Cost Format 1

[image: image2.wmf]BASE 

Oct

Nov

Dec

Jan

Feb

Mar

Apr

May

Jun

Jul

Aug

Sep

TOTAL

Oct

Nov

Dec

Jan

Feb

Mar

Apr

May

Jun

Jul

Aug

Sep

TOTAL

Direct Labor - 

Dollars

Direct Labor - 

Hours

Travel

Equipment

Subcontractors

Other ODCs

Overhead

G&A

Fee/Profit

Total

GFY 04

GFY 05

 Table 8.  Example Detailed Cost Format-Base

EXAMPLE (Continued)
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Table 9.  Example Detailed Cost Format Option 1
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Table 10.  Example Detailed Cost Format Option 2
5. PROPOSAL EVALUATION 
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The criteria used to evaluate and select proposals for this project are described in the following paragraphs.  Each proposal will be evaluated on the merit and relevance of the specific proposal as it relates to the program rather than against other proposals for research in the same general area, since no common work statement exists.  In accordance with FAR 35.016(e) the primary basis for selecting proposals for award shall be technical, importance to agency programs, and funds availability.  Cost realism and reasonableness shall also be considered to the extent appropriate as described herein.

The proposal Evaluation Criteria include: (a) Technical Approach; (b) Operational Utility; (c) Concept of Operations; (d) Management Approach; (e) Potential Contribution and Relevance to the DARPA/ATO Mission; and (f) Cost Realism.  The following are descriptions of the above listed criteria:

5.1. TECHNICAL APPROACH

The technical approach of the Proposer should address every aspect of the effort.  In particular, the following items will be considered and evaluated:

1. Innovation and Realism

2. Understanding of the Problem

3. Scalability

4. Cost of Defense Department wide transition/implementation 
5.2. OPERATIONAL UTILITY

The potential contribution to warfighting effectiveness will be examined.  The focus of the Control Plane program is to improve deployed communications capabilities.
5.3. CONCEPT OF OPERATIONS

The Proposer should describe their concept for the technical and military employment of the proposed system.

5.4. MANAGEMENT APPROACH

The Proposer should describe how the program is to be managed.  The qualifications of Principal Investigators will be considered.  The range, depth, and mix of expertise of the Proposer’s key personnel will be evaluated to ensure that they are qualified in the theory and application of the technologies involved in the research, development, testing, and evaluation of the proposed computer system(s) and technology.  The Proposer will describe plans to transition the technology to the operational military communities in such a way as to enhance U.S. defense.

5.5. POTENTIAL CONTRIBUTION AND RELEVANCE TO THE DARPA/ATO MISSION

The potential contributions of the proposed effort with relevance to the national technology base will be evaluated.

5.6. COST REALISM

The objective of this criterion is to establish that the proposed costs are reasonable and realistic for the technical and management approach offered, as well as to determine the Proposer’s practical understanding of the effort.  This will be principally measured by cost per labor-hour and number of labor-hours proposed.  The evaluation criterion recognize that undue emphasis on cost may motivate Proposers to offer low-risk ideas with minimum uncertainty and to staff the effort with junior personnel in order to be in a more competitive posture.  DARPA discourages such cost strategies.  Cost reduction approaches that will be received favorably include innovative management concepts that maximize direct funding for technology and limit diversion of funds into overhead.

NOTE: PROPOSERS ARE CAUTIONED THAT EVALUATION SCORES MAY BE LOWERED AND/OR PROPOSALS REJECTED SHOULD SUBMITTAL INSTRUCTIONS NOT BE FOLLOWED 

6.  SECURITY INFORMATION

NOTE:  The Government anticipates that proposals submitted under this BAA will be unclassified.  In the event that a Proposer chooses to submit a classified proposal or submit any documentation that may be classified, the following information is applicable.

Security classification guidance on a DD Form 254 will not be provided at this time since DARPA is soliciting ideas only.  After reviewing the incoming proposals, if a determination is made that contract award may result in access to classified information a DD Form 254 will be issued upon contract award. If you choose to submit a classified proposal you must first receive permission of the Original Classification Authority to use their information in replying to this BAA. 

Classified submissions shall be in accordance with the following guidance:

Collateral Classified Data:  Use classification and marking guidance provided by previously issued security classification guides, the Information Security Regulation (DoD 5200.1-R), and the National Industrial Security Program Operating Manual (DoD 5220.22-M) when marking and transmitting information previously classified by another original classification authority.  Classified information at the Confidential and Secret level may only be mailed via U.S. Postal Service (USPS) Registered Mail or U.S. Postal Service Express Mail (USPS only; not DHL, UPS or FedEx).  All classified information will be enclosed in opaque inner and outer covers and double wrapped. The inner envelope shall be sealed and plainly marked with the as-signed classification and addresses of both sender and addressee. The inner envelope shall be addressed to: 


Defense Advanced Research Projects Agency (DARPA)


ATTN: BAA 04-11, DARPA/ATO, COL Tim Gibson, USA

3701 North Fairfax Drive, Suite 832


Arlington, VA 22203-1714

The outer envelope shall be sealed with no identification as to the classification of its contents and addressed to:  


Defense Advanced Research Projects Agency (DARPA)


Security & Intelligence Directorate, Attn: CDR


3701 North Fairfax Drive, Suite 832


Arlington, VA 22203-1714

All Top Secret materials should be hand carried via an authorized, two-person courier team to the DARPA CDR.   

Special Access Program (SAP) Information:  Contact the DARPA Program Security Support Center (PSSC) at 703-812-1962/1970 for further guidance and instructions prior to transmitting to DARPA. All Top Secret SAP, must be transmitted via approved methods for such material. Consult the DoD Overprint to the National Industrial Security Program Operating Manual for further guidance. It is strongly recommended that you coordinate the transmission of SAP material and information with the DARPA PSSC prior to transmission.

Sensitive Compartmented Information (SCI) Data:  Contact the DARPA Special Security Contact Office (SSCO) at 703-812-1993/1994 for the correct SCI courier address and instructions.  All SCI should be transmitted through your servicing Special Security Officer (SSO) / Special Security Contact Officer (SSCO). All SCI data must be transmitted through your servicing Special Security Officer (SSO) / Special Security Contact Officer (SSCO).  All SCI data must be transmitted through SCI channels only (i.e., approved SCI Facility to SCI facility via secure fax). 

Proprietary Data:  All proposals containing proprietary data should have the cover page and each page containing proprietary data clearly marked as containing proprietary data. Further, the pages should be portion marked, specifically identifying which material is proprietary.  It is the Proposer’s responsibility to define clearly to the Government what is considered proprietary data. 
Proposers must have existing and in-place prior to execution of an award, approved capabilities (personnel and facilities) to perform research and development at the classification level they propose.
�Did you want an incentive fee?  Or did I mistakenly leave this in from ORCLE?


�Does this go in here or in the Intellectual Property Section?  If in IP section, do we plant a  hook here directing them to the IP section?


�Does this go in here or in the Intellectual Property Section?  If in IP section, do we plant a  hook here directing them to the IP section?
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